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SDR VS Wi-Fi

Wi-Fi
Wi-Fi is a wireless networking technology that allows
electronic devices to connect to the internet or a local
network without the need for physical cables. Wi-Fi uses
radio waves to transmit data over a short distance,
typically within a building or a defined area. Wi-Fi is
commonly used in homes, offices, and public places to

provide wireless internet access

Pros:

e Widespread adoption: 2.4GHz and 5GHz frequencies are
widely used for wireless connectivity, making it easy to
find compatible devices and networks.

® Good range: These frequencies offer good range and
penetration through walls and obstacles.

e Interference: 5GHz frequency is less prone to
interference compared to 2.4GHz, making it a better

choice for crowded environments.

Cons:

e Congestion: 2.4GHz frequency band can be congested
due to its widespread use, leading to potential
interference and reduced performance.

e Limited bandwidth: 2.4GHz frequency band has a
limited bandwidth, which can limit the data transfer rate
and cause slower network speeds.

e Range limitations: 5GHz frequency band has a shorter
range compared to 2.4GHz frequency band, and may not

be able to penetrate walls and obstacles as well.

CAMPI:EN

Electronic Systems

Connectivity Technologies for Industrial and
Defense Applications

SDR

SDR is a radio communication system that uses software

to define the behavior of the radio transmitter and
receiver. SDR can operate on a wide range of frequencies
and can be reconfigured by software to adapt to different
communication standards. SDR is commonly used in
military, aerospace, and emergency response applications
where communication needs to be reliable, secure, and

versatile.

Pros:

o Flexibility: SDR technology can be programmed and
reprogrammed to operate on different frequencies and
protocols, making it a highly flexible and versatile
solution.

e Cost-effectiveness: SDR hardware can be significantly
cheaper than traditional hardware radios, as it
eliminates the need for specialized hardware for
different frequency bands and protocols.

® Future-proofing: As new communication protocols and
frequency bands emerge, SDR technology can adapt to
these changes by simply updating the software, making

it a future-proof solution.

Cons:

e Complexity: SDR technology requires a high level of
technical expertise and programming knowledge to
operate effectively.

e Performance limitations: SDR hardware may not be able
to match the performance of specialized hardware for
specific frequency bands or protocols.

e Power consumption: SDR hardware may consume more

power than traditional hardware radios.
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Main differences between SDR vs Wi-Fi

e Purpose: SDR is used for radio communication, while Wi-Fi is used for wireless networking.

® Frequency range: SDR can operate on a wide range of frequencies, while Wi-Fi operates on a specific

frequency range (2.4 GHz or 5 GHz).

e Range: SDR can transmit over long distances, while Wi-Fi has a limited range (typically a few hundred feet

indoors).

e Security: SDR can be designed to be secure and encrypted, while Wi-Fi can be vulnerable to hacking and

unauthorized access.

Reliability and line of sight SDR vs Wi-Fi

SDR:

e Reliability: SDR technology can be highly reliable if
implemented properly. It offers a wide range of
features, such as encryption and error correction,
which can improve the reliability of the system.

e Line of Sight: SDR technology can operate in both
line-of-sight and non-line-of-sight environments,
depending on the frequency band and protocol
used. However, non-line-of-sight performance may
be degraded due to the higher likelihood of signal
interference and attenuation.

e Bandwidth: SDR technology offers a high degree of
flexibility in terms of bandwidth, allowing for
customizable bandwidths depending on the
requirements of the application. The bandwidth

can range from a few kilohertz to several

gigahertz.

Wireless Connectivity 2.4GHz and 5GHz:

e Reliability: Wireless connectivity using 2.4GHz and
5GHz frequencies can be reliable if implemented
properly. However, these frequencies can be
subject to interference from other devices
operating on the same frequency, leading to
potential reliability issues.

e Line of Sight: Wireless connectivity using 2.4GHz
and 5GHz frequencies is typically limited to line-of-
sight environments. Obstacles such as walls and
buildings can attenuate the signal and reduce the
range and reliability of the system.

e Bandwidth: The bandwidth of wireless
connectivity using 2.4GHz and 5GHz frequencies is
limited compared to SDR technology. The
maximum bandwidth for 2.4GHz is typically
around 100 Mbps, while the maximum bandwidth

for 5GHz can reach up to 1 Gbps.
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Recommended Technology For Drone & Unmanned Application

Both SDR and wireless connectivity using 2.4GHz and 5GHz frequencies can be
used for drone and unmanned applications, depending on the specific
requirements of the application. However, in general, SDR technology may be more
suitable for drone and unmanned applications where high reliability and flexibility
are critical.

Drones and unmanned vehicles require reliable and secure communication links to
operate safely and effectively. SDR technology can offer high reliability and
flexibility by allowing the system to adapt to changing environments and adjust to
different frequencies and protocols. Additionally, SDR technology can incorporate
advanced features, such as encryption and error correction, to improve the
security and reliability of the communication link.

Wireless connectivity using 2.4GHz and 5GHz frequencies can also be used for
drone and unmanned applications, but may be more prone to interference and
signal degradation in crowded environments. Line-of-sight limitations can also be
an issue for wireless connectivity, as drones and unmanned vehicles may need to
operate in non-line-of-sight environments.
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Budget - Important factor

In general, wireless connectivity using 2.4GHz and 5GHz frequencies may be more
cost-effective compared to SDR technology.

Wireless connectivity using 2.4GHz and 5GHz frequencies is widely used and
readily available, with many off-the-shelf solutions that can be easily integrated
into drone and unmanned systems. This can make it a more cost-effective solution
compared to custom-designed SDR systems, which may require specialized
hardware and software development.

SDR technology may be more expensive initially, but it can offer cost savings in the

long term due to its flexibility and adaptability.

SDR technology can be reconfigured and upgraded without the need for additional
hardware, which can be more cost-effective compared to replacing or upgrading
wireless connectivity systems that may become outdated or incompatible with
changing requirements.
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Make Our 2.4 & 5 ghz More Stable & Jump Over Challenges

Select the optimal frequency band: Choosing the optimal frequency band for
the application can be critical for ensuring stable and reliable wireless
connectivity. 5GHz is generally less crowded than 2.4GHz, and can offer higher
bandwidth and lower latency, which can improve the stability and
performance of the system.

Optimize channel selection: Within a given frequency band, different channels
may be more or less congested, which can affect the stability and performance
of the wireless connection. Selecting the optimal channel based on the specific
environment and potential sources of interference can improve the stability of
the wireless connection.

Reduce interference: Interference from other wireless devices, such as Wi-Fi
routers, Bluetooth devices, and other drones or unmanned systems, can
disrupt the stability of the wireless connection. Reducing interference through
techniques such as frequency hopping, adaptive modulation, and channel
selection can improve the stability and reliability of the system.

Use directional antennas: Using directional antennas, such as patch or panel
antennas, can improve the signal strength and reduce interference from other
directions, which can improve the stability and range of the wireless
connection.

Implement error correction and encryption: Implementing error correction and
encryption techniques can improve the stability and security of the wireless
connection, reducing the risk of signal degradation or interference from
malicious sources.
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Red Lion routers & gateways
Error correction and encryption capabilities.

Red Lion routers and gateways offer robust error correction and encryption
capabilities to ensure the stability, reliability, and security of the communication link
in industrial and mission-critical applications.

Red Lion offers a range of industrial routers and gateways, These devices support a
variety of communication protocols, including Ethernet, Wi-Fi, cellular, and serial,
and offer advanced security features to protect the communication link.

The Red Lion routers and gateways employ advanced error correction techniques,
such as Forward Error Correction (FEC) and Automatic Repeat Request (ARQ), to
ensure that the transmitted data is accurate and reliable. These techniques can
detect and correct errors in the received data, improving the stability and reliability
of the communication link.

In addition to error correction, Red Lion routers and gateways also support
encryption to ensure the security of the communication link. These devices employ
encryption techniques such as Secure Sockets Layer (SSL), Transport Layer Security
(TLS), and Virtual Private Network (VPN) to protect the transmitted data from
eavesdropping and other security threats.
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Use Red Lion Routers and Gateways for Drone Applications:

Connect the drone to the Red Lion router or gateway: The first step is to connect
the drone to the Red Lion router or gateway. This can be done using a wired or
wireless connection, depending on the capabilities of the drone and the
router/gateway.

Configure the network settings: Once the drone is connected to the Red Lion
router or gateway, you will need to configure the network settings. This can
include setting up the IP addresses, subnet masks, and default gateway for the
drone and the router/gateway.

Enable VPN or secure communication: To ensure secure communication between
the drone and the ground station, you may want to enable a Virtual Private
Network (VPN) or use other secure communication protocols, such as SSL or TLS.
Use cellular connectivity: If the drone is operating in remote areas with limited
Wi-Fi coverage, you can use cellular connectivity to establish a communication
link between the drone and the ground station. Red Lion routers and gateways
support various cellular networks, such as 4G LTE, which can provide reliable and
high-speed connectivity in remote areas.

Use VPN bonding for improved performance: Red Lion routers and gateways also
support VPN bonding, which can be used to combine multiple VPN connections
to improve performance and reliability. This approach can be useful for drone
applications that require high-speed and reliable communication links.

FlexBus is a proprietary protocol developed by Red Lion that enables two or
more Red Lion routers or gateways to be connected together over a wireless or
wired link, forming a virtual private network (VPN).
Point-to-multipoint architecture, master / slaves.
Secure and reliable communication link between
the routers or gateways, with encryption,
authentication, and data compression features.



(%]
4]
©
s
_
<
©
S
c
<
(&)
@
'—
A
A
A

CAMPI::N

Electronic Systems

Connectivity Technologies for Industrial and

SDR VS Wi‘Fi Defense Applications

Implementing connectivity between two SDR units or two Red Lion
connectivity via FlexBus

For implementing connectivity between two SDR units, you would need to develop
code that enables the SDRs to establish a communication link over a wireless
channel.

The code would need to address issues such as frequency synchronization, channel
estimation, modulation, and error correction. There are various programming
languages and frameworks that can be used for this purpose, such as Python,
MATLAB, and GNU Radio.

For implementing connectivity between two Red Lion routers or gateways using
FlexBus, you would need to configure the devices to establish a connection over Wi-
Fi or Ethernet, and then configure the FlexBus protocol to transfer data between the

devices.

The configuration process would involve accessing the devices' web interface and
configuring the network settings, security options, and other parameters necessary
to establish the FlexBus connection.

System Information

Physical Interface Status

Cellular Interface Status

Connection
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Summary

SDR technology offers flexibility and cost-effectiveness, but may require more technical expertise and
consume more power. Wireless connectivity using 2.4GHz and 5GHz frequencies offer widespread adoption,
good range, and less interference (in the case of 5GHz), but may suffer from congestion, limited bandwidth,
and range limitations. The choice between SDR and wireless connectivity ultimately depends on the specific
requirements of the application and the available resources

SDR technology offers a high degree of reliability and flexibility in terms of bandwidth, but non-line-of-sight
performance may be degraded. Wireless connectivity using 2.4GHz and 5GHz frequencies can be reliable in
line-of-sight environments, but may be subject to interference and limited in terms of bandwidth. The choice
between the two technologies ultimately depends on the specific requirements of the application, including
the need for reliability, line of sight, and bandwidth.

SDR technology offers flexibility and cost-effectiveness, but may require more technical expertise and
consume more power. Wireless connectivity using 2.4GHz and 5GHz frequencies offer widespread adoption,
good range, and less interference (in the case of 5GHz), but may suffer from congestion, limited bandwidth,
and range limitations. The choice between SDR and wireless connectivity ultimately depends on the specific
requirements of the application and the available resources.

Both SDR and wireless connectivity using 2.4GHz and 5GHz frequencies can be used for drone and unmanned
applications, but SDR technology may be more suitable for applications where high reliability and flexibility are
critical. The specific requirements of the application, including the need for reliability, security, and flexibility,
should be carefully considered when choosing between these technologies.

Budget is an important consideration when choosing between SDR and wireless connectivity for drone and
unmanned applications. Wireless connectivity using 2.4GHz and 5GHz frequencies may be more cost-effective
initially, but SDR technology can offer cost savings in the long term due to its flexibility and adaptability. The
specific requirements and budget of the application should be carefully evaluated to determine the most cost-
effective solution.

Selecting the optimal frequency band, optimizing channel selection, reducing interference, using directional
antennas, and implementing error correction and encryption can all improve the stability and reliability of
2.4GHz and 5GHz wireless connectivity. Careful planning, optimization, and testing can help overcome
challenges and ensure stable wireless connectivity for drone and unmanned applications.

Red Lion routers and gateways can be used for drone applications to establish reliable and secure
communication links between the drone and the ground station. By following the above suggestions, you can
ensure that your drone applications are successful and provide the necessary performance and reliability.

The implementation process for SDR connectivity and Red Lion connectivity via FlexBus can differ significantly,
depending on the specific requirements of your application and the programming languages and frameworks

that you are using. It's important to carefully evaluate your options and choose the approach that best meets

your needs.
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